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related loopholes.

Only the SERENE test model’s MAC address could be 
uniquely identiý ed; however, this is normal and does 
not pose a security loophole.

Switching off the Bluetooth “User telephone 
visibility” security function on the SERENE mobile 
phone (Menu: Settings -> Bluetooth) rendered the 
MAC address invisible to Bluetooth scanners.

Only the RedFang programme was able to determine 
the MAC address despite ñinvisibilityò. 

The “Secure mode” setting can be found under the 
ñBluetoothò menu point. This option allows the user 
to decide whether the SERENE should request user 
coný rmation if other devices attempt to access the 
SERENE.

We would recommend users to keep this security 
function, which is activated by default in the 
standard coný guration.

The SERENE is a closed system and has no 
integrated Java engine. On the one hand, this ensures 
a high degree of security; on the other, this does 
limit usability since the SERENE cannot be equipped 
with additional functions.

USABILITY:

The SERENE was developed by Bang & Olufsen 
together with Samsung.
The design and operation were developed by Bang 
& Olufsen (designer: David Lewis), with Samsung 
responsible for the technical side.

The phone measures 65 x 70 x 24 mm and has 
a matte-black ý nish with a glistening silver hand-
made aluminium hinge, giving the SERENE a clean, 
timeless and elegant appearance.

The SERENE consists of two equal parts (ear and 
mouth piece) connected by an aluminium hinge. 
A motorised opening and closing mechanism is 
integrated into the hinge, allowing the user to open 
or close the phone automatically by a light tap on a 
button.

The display and microphone are integrated in to the 
lower piece, and the round keypad and speaker 
are integrated into the upper piece. The dial in the 
middle of the very high-quality keypad is controlled by 
thumb, and allows simple and intuitive navigation 
through the menus. The 2.1” display is integrated into 
the lower piece of the phone, as previously mentioned, 
in contrast to the usual phone layout. The display can 
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SECURITY:

The SERENE mobile telephone, manufactured by Bang 
& Olufsen (B&O) and SAMSUNG, has been subjected 
to a series of test procedures for the ProtectStar® 
Mobile Security AWARD for 2006.

The SERENE was supplied with the E910XXFA2 
software version. The unit was tested under laboratory 
and real-life conditions.

The ProtectStar® testing engineers only tested the 
integrated Bluetooth interface since the SERENE has 
no WLAN interface.

The unit’s Bluetooth interface security was tested 
using SNARF attacks (BlueSnarf), BlueBug and 
Bluejacking methods. These attack methods allow 
data such as address books, schedules, clock and 
visiting cards to be manipulated via an activated 
Bluetooth interface without the user becoming aware 
of this.

BlueSnarf uses an OBEX (object exchange) channel 
that is normally intended for the exchange of objects; 
BlueSnarý ng converts a ñpushò and a ñpullò command 
to allow the target objects to be changed.

The BlueBug attack method tests whether the 
RFCOMM (radio frequency communications) channels 
can be exploited. In particular, channels 16 and 
17 provide a kind of back door since the Bluetooth 
security functions do not have any effect here.
This allows classical terminal commands to be 
executed on the mobile phone affected. 

Once the Bluetooth interface had been activated, 
none of the security tests applied detected any open 
ports or unnecessary services that usually pose 
security issues.
Neither the automatic test routines of the proprietary 
ProtectStar® security scanner nor the manually 
executed test routines were able to ý nd any security-




